
 

support@k21academy.com 1 

 

 

Install And Configure  

Jenkins on AWS 

 
[Edition 04] 

[Last Update 220920] 

 

 

 

  



 

support@k21academy.com 2 

Contents 

1 Introduction .........................................................................................................................................................3 

2 Documentation Links ........................................................................................................................................4 

3 Pre-requisite ........................................................................................................................................................5 

4 Launching a Linux Instance Using EC2 ........................................................................................................6 
4.1 Creating an EC2 Instance .......................................................................................................................................... 6 
4.2 Accessing EC2 Instance Using Browser SSH Connection............................................................................. 14 
4.3 Accessing EC2 Instance Using Putty ................................................................................................................... 16 

5 Install And Configure Jenkins ...................................................................................................................... 29 
5.1 Connect To Your Linux Instance .......................................................................................................................... 29 
5.2 Install JDK on Linux Instance ................................................................................................................................ 29 
5.3 Download And Install Jenkins ............................................................................ Error! Bookmark not defined. 
5.4 Configure Jenkins .................................................................................................... Error! Bookmark not defined. 
5.5 Useful Commands ( Start/Stop, Update, Uninstall) ...................................................................................... 38 

6 Deleting/Cleanup ............................................................................................................................................ 39 
6.1 Stopping the Linux Instance .................................................................................................................................. 39 
6.2 Terminating the Linux Instance .......................................................................................................................... 42 

7 Troubleshooting .............................................................................................................................................. 44 

8 Summary............................................................................................................................................................. 46 
 

 

 

 



 

support@k21academy.com 3 

1 INTRODUCTION 

Jenkins is an open-source automation server that integrates with a number of 
AWS Services, such as AWS CodeCommit, AWS CodeDeploy, Amazon EC2 Spot, 
and Amazon EC2 Fleet. You can use Amazon Elastic Compute Cloud (Amazon 
EC2) to deploy a Jenkins application on AWS in a matter of minutes. 
 
This tutorial walks you through the process of deploying a Jenkins application. 
You will launch an EC2 instance, install Jenkins on that instance, and configure 
Jenkins to automatically spin up Jenkins build slave instances if build abilities 
need to be augmented on the instance. 
 
Amazon EC2 presents a true virtual computing environment, allowing you to use web 
service interfaces to launch instances with a variety of operating systems, load them with 
your custom application environment, manage your network’s access permissions, and 
run your image using as many or few systems as you desire. 

 

 
This activity guide cover steps for: 

 

• Step 1: Launch an EC2 Instance 

• Step 2: Install JDK 

• Step 3: Install and Configure Jenkins 

• Step 4: Clean Up 
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2 DOCUMENTATION LINKS 

 

1. Amazon EC2 

https://aws.amazon.com/ec2/  

2. Features of Amazon EC2 

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html  

3. Amazon EC2 FAQs  
https://aws.amazon.com/ec2/faqs/  

4. Getting Started with Amazon EC2 linux Instances 
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html  

5. Jenkins on AWS (whitepaper) 

https://d0.awsstatic.com/whitepapers/DevOps/Jenkins_on_AWS.pdf  

6. DevOps and AWS 

https://aws.amazon.com/devops/  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://aws.amazon.com/ec2/faqs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://d0.awsstatic.com/whitepapers/DevOps/Jenkins_on_AWS.pdf
https://aws.amazon.com/devops/
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3 PRE-REQUISITE 

 

1. An AWS Account (Free or Paid). 
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4 LAUNCHING A LINUX INSTANCE USING EC2 

Note: Launching a Linux Instance means you will create a Virtual Machine and access it 
using tools like Putty, MobaXterm etc. You shall be accessing this Virtual machine using 
internet, accessing on internet means these machines are physically present in the 
datacenters that lie in different Regions in the world. A datacenter is a place used to house 
computer systems and associated components, such as routers, switches, firewalls, storage 
systems, servers etc. So, you are basically accessing the machine present in such 
datacenters from anywhere in the world via internet. The launching of an instance does not 
depend on the underlying infrastructure whether your Laptop is having Windows or macOS.  

 

4.1 Creating an EC2 Instance 

 

Note: Amazon EC2 basically provides a Virtual Computing environment, where they have 
pre-configured AMI (Amazon Machine Image) from which you can launch Virtual machines. 
In this section, we shall see the steps to create an configure the Linux Ec2 instance from a 
pre-configured AMI named Linux-2 AMI. 

 

1. Open your console. 
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2. Search for EC2 in the search bar and click on it. 
 

 
 

3. Click on Instances (running). 
 

 
       
 
4. Click on Launch Instances on the right corner. 

 



 

support@k21academy.com 8 

 
 

5. Choose name as Webserver 

             
 

6. Choose Amazon Linux 2 AMI, select 64-bit (x86) architecture and Click on Select. 
 

 
 

 
Note: Here, in the above step we are selecting the Amazon Linux 2 AMI which is 
basically preconfigured with some tools installed on it like Amazon Linux 2 AMI comes 
with AWS CLI pre-installed. AWS CLI is basically the Command Line Interface provided 
by AWS to access any of their services using CLI. 
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7. Choose an Instance type t2.micro as it is in free tier. 

 
       
 

Note: Here we must choose the instance type as t2.micro, because it is free tier eligible, 
i.e. you won’t be charge for running the instance with this instance type as we need to 
perform the labs being in free tier. So, please make sure you select the t2.micro as the 
instance type else you shall be charged for running instances from Paid AMI’s. 

 
8. Select a new keypair. 
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9. Now in networking, Click on Create a new Security Group, provide the security group 

a name and mention the same in description, then Click on Add security Rule. 
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Note: In the above steps, we are creating and configuring rules for a security group. A 
security group is basically a virtual firewall for EC2 instances to control incoming and 
outgoing traffic to your instances. 

 
 

10. Search for HTTP and press enter, port shall be 80, source shall be 0.0.0.0/0 (IPv4), ::/0 
(ipv6) traffic  
 

11. Click on Add Security Rule, Keep it Custon TCP & port no will be 8080. 
 

12. Click on Launch Instance 
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Note: We add http rule here because we need to access our Webpage. As the communication for 
request and response between Webserver and Browser happens on port 80 which is http. 
 
Note: We have added 8080 port here because the default port for Jenkins is 8080 
 

13. Now Click on View All Instances. 

             
       
 

14. Now Click on View Instances. 

 
 
       
 
15. Here, you shall see your instance is launching and the Status check is Initializing, wait 

for some time. 
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16. Refresh and you shall see your instance are Up and Running, and Status check has 

changed to 2/2 checks. 

 
 

Now, we have successfully created our first Linux Instance using EC2. 
 
Note:  Now, wait for the Status check of the instance to change to 2/2 checks pass as the 
instance is launching from an AMI and it needs time to install all the preconfigured things 
like AWS CLI and other tools. So, please wait till the Status check becomes 2/2 checks 
pass and then only proceed with further steps, and if status check has not passed then 
you shall get error in the further steps so please wait.  
 
 
Note: Now we have launched the instance successfully, further we need to access the 
instance so, we have two ways for accessing an instance-  
                    

a. Accessing via Browser using EC2 instance Connect. 
b. Accessing using Putty (a Secure Shell SSH client). 
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                 In further steps we shall see both the ways to access Linux EC2 instances. 

    
 

 

4.2 Accessing EC2 Instance Using Browser SSH Connection 

 

Note: Till now, we have launched an instance successfully, but we need to access it to run 
commands so for accessing our instance the easy way is you can access the CLI directly 
from the browser using EC2 instance connect that we shall see in further steps. 

 

1. Select your Instance and Click on Connect. 
 

 
       
 

2. Under EC2 Instance Connect, let everything default and Click on Connect. 
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3. Now you shall be redirected to new window and you shall see the Linux CLI. 
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4.3 Accessing EC2 Instance Using Putty 

 

Note: PuTTY is an SSH and telnet client. PuTTY is a free and open-source terminal emulator, 
serial console and network file transfer application. It supports several network protocols, including 
SCP, SSH, Telnet, rlogin, and raw socket connection. In this section, we will download and 
install Putty and will try to SSH (Secure Shell) into our instance using it. 

 

 

1. Download and Install Putty from http://www.chiark.greenend.org.uk/~sgtatham/putty/  Once 
you Click on the link you shall see this screen, Click on Download it here. 
 

 
      

2. Now Click on 64-bit one and install it once downloaded. 
 

http://www.chiark.greenend.org.uk/~sgtatham/putty/
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Putty will start downloading. 
 

 
 
Once downloaded, go to the downloads window on the laptop & double click to install it. 
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It will open the setup wizard & then proceed to the next step, click Next to move ahead, complete 
all the steps to install & once done, click Finish 
 

 
 
Note: When you download & install PuTTY, it will automatically install PuTTYgen too on your local 
laptop/PC 
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Note: Now, we have downloaded a key from the AWS console while creating Key-Pair, that key has 
an .pem (privacy enhanced mail) extension. However, putty reads key only with .ppk (putty 
private key) extension so need to convert our .pem key into .ppk key so that Putty can read and 
use the key to login in our instance.  
 
For converting the key we need to load the Key in PuTTYgen which you can get when you search 
for it in the menu bar in your laptop, once the key is loaded we generate a key in .ppk extension 
using PuttyGen. 
 

 
 

3. Once installed Open PuTTYgen, under Type of key to generate, make sure RSA is 
selected. 
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4. Now Click on Load. 
 

 
       

 
5. Click on All Files under the dropdown in the folder where your .pem file is saved. 
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Note: If you don’t select All files, you won’t be able to see the .pem file. So please make 
sure you have selected All files from the Dropdown.  

       
 

6. Select our .pem file and Click on Open. 
 

 
      
 

7. Now Click on OK. 
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8. Click on Save private key. 

 

 
 
 

Note: Here when we select Save private key, we are basically saving the .ppk key 
that we require to login in our instance. So, make sure you save it.   
 

9. Click on Yes. 
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10. Enter Linux-Key as the name and Click on Save. 

 

 
       

 
11. Now Select your instance and Copy the public IPv4 address under Details as shown 

below. 
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12. Now Open Putty and paste the Public-ip address under Host Name (or IP address) you 

copied and click on plus mark on SSH. 
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13. Under it now Click on Auth. 
 

 
       
 
 

Note: Under Auth we shall provide the .ppk key that we generated earlier to authenticate us 
to login in our instance.  

 
 

14. Now Click on Browse. 
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15. Now Select our .ppk file and Click on Open. 
 

 
       

 
16. Now Click on Yes. 
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17. Now type ec2-user for login as and press Enter. 
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Note: Don’t forget to type ec2-user to login as it is the default user by which you login into a 
Linux EC2 instance. 

 
18. Now you have successfully connected to your Linux instance using putty. 
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5 INSTALL AND CONFIGURE JENKINS 

In this step you will deploy Jenkins on your EC2 instance by completing the following tasks: 

• Connect to Your Linux Instance 

• Install JDK on the Linux Instance 

• Download and Install Jenkins 

• Configure Jenkins 

5.1 Connect To Your Linux Instance 

Note: Follow Section 4.3 To connect to your Linux Instance using PUTTY. 

 

5.2 Install JDK & Configure Jenkins 

1. Now in new tab switch to the root user. 

sudo -i 

 

2. Update the software packages 

sudo yum update –y 

 
3. Add the Jenkins repo using the following command: 

sudo wget -O /etc/yum.repos.d/jenkins.repo \ 

    https://pkg.jenkins.io/redhat-stable/jenkins.repo 

 
4. Import a key file from Jenkins-CI to enable installation from the package 

sudo rpm --import https://pkg.jenkins.io/redhat-stable/jenkins.io.key 
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5. Upgrade the Software Packages 

sudo yum upgrade 

 
6. Install Jenkins on which we are configuring as Jenkins server and start Jenkins service 

sudo amazon-linux-extras install java-openjdk11 -y 
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7. Check for Java version 

java -version 

8. Now, install Jenkins. 

sudo yum install jenkins -y 

 

 
 
 
9. Now, Enable & Start Jenkins  

service jenkins start 

service jenkins enable 

 
  
Thus, we have successfully installed Jenkins, in further steps we will configure Jenkins for 
username and password. 
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5.3 Configure Jenkins 

 

1. is now installed and running on your EC2 instance.  

2. To configure Jenkins: 

3. Connect to http://<your_server_public_DNS>:8080 from your favorite browser. You will be 
able to access Jenkins through its management interface: 

4. Open any Browser on your laptop/PC, In my case I will paste the below on the search bar 

 http://3.88.111.169:8080/  (you use the IP of your instance) 

5. You will see, a web page will get displayed, it is Jenkins Interface. 

Note: take public IP of the machine and paste in browser 

<Public Ip of the machine>:8080 

         
 
 
 
 
 
 
 
 
 

http://3.88.111.169:8080/
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6. Get the initialAdminPassword using following command and Copy the password to start 
the Jenkins server setup. 

sudo cat /var/lib/jenkins/secrets/initialAdminPassword 

  

 
 

7. Paste the unlock key/password under Administrator password and click on Continue. 
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8. Now, click on Install suggested plugins. 
 

 

 

8. Click Install suggested plugins. 
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9. Once the installation is complete, enter Administrator Credentials, click Save Credentials. 

OR 

You can click Skip & Continue as Admin 

 

 

 

10. And then click Save and Finish. 
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11. Click Start Using Jenkins 
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6 USEFUL COMMANDS ( START/STOP, UPDATE, UNINSTALL) 

 

• To stop Jenkins 

sudo service jenkins stop 

• To uninstall Jenkins 

sudo service jenkins stop 

sudo yum remove jenkins 

sudo rm -r /var/lib/jenkins 

• To start jenkins on a different port 

Update port number in /etc/sysconfig/jenkins 

• To fetch initial admin password 

sudo su - 

cd /var/lib/jenkins/secrets/ 

cat initialAdminPassword 
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7 DELETING/CLEANUP 

 

Note: In this section we will be deleting all the resources we have used for this lab in order 
to be in free tier limit, as keeping these resources running will be chargeable. 

 

7.1 Stopping the Linux Instance 

 

Note: We would always recommend to Terminate the instance if there is no requirement of 
it. But many times, it may happen that you shall require the instance after some time to 
continue with your work, then you shall stop the instance. Stopping the instance will not 
charge you but you shall be charged for the volume/storage attached to it. So, the charges 
shall be minimum as compared to running instance, but you will still get charged.   

 

1. Back on EC2 Console, select our Instance, under instance state Click on Stop instance. 
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2. Click on Stop to Confirm. 

 
       
 

3. Now you shall see our instance is in stopping state, wait for some time. 
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4. Refresh and you shall see our instance have stopped. 
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7.2 Terminating the Linux Instance 

 

Note: In this section, we shall see the steps to Terminate the EC2 instance, as if the instances 
are not terminated once there is no requirement of it then you shall be charged for using 
those resources. So, to be in free tier and complete all the labs please terminate the 
resources here the EC2 instance when in no use. 

 

1. Select our instance, under Instance state Click on Terminate instance. 

 
       
 

2. Now Click on Terminate to Confirm. 
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3. Your instance is in shutting down state, wait for some time. 

 
       
 

4. Refresh and you shall see our instance is Terminated. 

 
       

 
Thus, we have successfully Terminated the Linux EC2 instance.  
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8 TROUBLESHOOTING  

 

Issue: 

 
 

 

 

[ec2-user@ip-172-31-14-202 ~]$ sudo service jenkins start 

Starting jenkins (via systemctl):  Job for jenkins.service failed because the control process exited 
with error code. See "systemctl status jenkins.service" and "journalctl -xe" for details. 

 [FAILED] 

[ec2-user@ip-172-31-14-202 ~]$ 
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Solution: 
 
https://stackoverflow.com/questions/39621263/jenkins-fails-when-running-service-start-jenkins  
 
# Search usable Java as /usr/bin/java might not point to minimal version required by Jenkins. 

# see http://www.nabble.com/guinea-pigs-wanted-----Hudson-RPM-for-RedHat-Linux-td25673707.html 

candidates=" 

/etc/alternatives/java 

/usr/lib/jvm/java-1.8.0/bin/java 

/usr/lib/jvm/jre-1.8.0/bin/java 

/usr/lib/jvm/java-11.0/bin/java 

/usr/lib/jvm/jre-11.0/bin/java 

/usr/lib/jvm/java-11-openjdk-amd64 

/usr/bin/java 

" 

We need to install Java so make sure you have installed java and then you install all the Jenkins 
packages and keys. 

https://stackoverflow.com/questions/39621263/jenkins-fails-when-running-service-start-jenkins
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9 SUMMARY 

 
This activity guide covered steps to: 

1. Launching a Linux Instance Using EC2 

a. Creating an EC2 Instance  

b. Accessing EC2 Instance Using Browser SSH Connection  

c. Accessing EC2 Instance Using Putty 

2. Install and Configure Jenkins 

3. Deleting/Cleanup 

a. Stopping the Linux Instance 

b. Terminating the Linux Instance 

 


